Okta Cookbook

This cookbook is to configure Okta for passive authentication in SAML protocol.
Note: WS-Fed for Office 365 and Okta pair is not supported.

Prerequisites
o Ensure that you download the deployment guide for Okta with Office 365:
https://support.okta.com/help/Documentation/Knowledge_Article/Office365-
Deployment-Guide
Complete the following steps to configure Okta:
Step 1: Creating an application and download the metadata for Okta

Step 2: Configuring Okta in Mobilelron Access
Step 3: Updating the IDP configuration

Step 1: Creating an application and downloading the
metadata file for Okta

Note: If you have already created an application, skip to Step 12 in the following procedure.
Procedure

1. Login to Okta with admin credentials.
2. Click Applications > Add Application > Create New App.
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3. Select SAML 2.0 and click Create.
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4. On the General Settings tab, enter the App name for the application and click Next.

° General | Settings Configure SAML Feedback

o General Semngs

App name

App logo (optional) @ @

Browse..

Upload Logo

App visibility [] Do not aisplay application Icon to users

D Do not display application Icon In the Okta Moblle app

Cancel “

5. On the Configure SAML tab, enter the configuration values.



e SAML Settings

Single sign on URL

Audience URI (SP Entity ID)

Default RelayState

Name ID format
Application username

Update application username on

o Configure SAML

What does this form do?

Where do | find the info this form needs?

Okta Certificate

Unspecified A

Download Okta Certificate

Okta username

Create and update

Show Advanced Settings

SAML Settings Values
Single sign on URL Extract the single sign on URL from the SP
metadata file.

Select the check box for Use this for Recipient
URL and destination URL.

ID)

Audience URI (SP Entity

Enter the above single sign on URL.

Default RelayState

Enter the above single sign on URL.
If no value is set, a blank relay is sent.

Name ID format

Persistent

Application username

Okta username

6. Click Show Advanced Settings.

Response

Assertion Signature

Signature Algorithm

Digest Algorithm

Assertion Encryprion

Enable Single Logout

Authentication context class

Honor Force Authentication

SAML Issuer ID

Hide Advanced Settings

Signed v
Signed v
RSA-SHA256 v
SHA256 v
Unencryptad v
Allow application to Initiate Single Logout

PasswordProtectedTransport v

Yes v




Settings Values
Response Unsigned
Assertion Signature Signed
Signature Algorithm RSA-SHA256
Digest Algorithm SHA256
Assertion Encryption Unencrypted

Enable Single Logout

Deselect the check box for Allow application to
initiate Single Logout

Authentication context class

PasswordProtected Transport

Honor Force Authentication

Yes

SAML Issuer ID

http://www.okta.com/$(org.externalKey)

(Optional) Add the screen, ATTRIBUTE STATEMENTS.

» user.email for IDPEmail
- UPN

7. Configure the Feedback Settings and click Finish.
» Are you a customer partner: Select I’'m an Okta customer adding an internal app.
» Select the This is an internal app that we have created check box.

° Feedback

=

8. Click Directory >People > Add Person. The Add Person screen displays. Create a

new user.

Add Person




9. Onthe Applications tab, click Assign Application.
10. Select the Application and the User that you have created and click Next.

23 Assign Applications

o Assign Apps to People

11. Click Confirm Assignments.

£5% Assign Applications

o Confirm Assignments

12. Click Applications. Select the application you created.
13. Click Sign On tab.

14. Click Identity Provider metadata to download the metadata file for Okta.

Settings

SAML 2.0 s not figure



Step 2: Configuring Okta in Mobilelron Access

You must create the federated pair in Mobilelron Access.

Procedure

1. Login to Mobilelron Access administrative portal with admin credentials.
2. Click Profile > Federation.

Profile | Federation
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n Review the critical errors and wamings below. The issues may cause the federation to stop working
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4. Select the appropriate service provider from the catalog and click Next to configure
the desired service provider.



5. Click Next to select the Okta as the identity provider and configure the identity
provider.
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6. Select the Access Signing Certificate from the drop-down list or click Advanced
Options to generate a signing certificate.
7. Enter the Identity Provider Federation Metadata.
1. Upload Metadata: Click Choose File to upload the metadata file that you
downloaded in Step 1 from Okta portal.
2. Add Metadata: Extract the Entity ID URL and the Base64 Encoded
Certificate from the metadata file downloaded in Step 1.

o Enter the same URL for the Entity ID, POST SSO URL, and Redirect
SSO URL.
o Enter the Base64 Encoded Certificate for Signing.

v <md:EntityDescriptor xmlns:md="urnioasisinames:tciSAML: z.e:metadata"\vnl ityID="http://vane.okta »:om;‘e:«khgp:u.-Sw‘owsng@hWb

v <md:IDPSSODeseriptor WantAuthnRequestsSigned="false" protocolSupportEnumeration="Urn:oasis:names:tc:SANL:2.0:protocol »

v<md:KeyDescriptor L si

v<ds:KeyInfo xmlns:ds="
¥ <ds :X509Data>

w<ds:X5@aCertificate

MIIDpDCCARYgAWIBARIGAVYqFbLEMARGCSqGSIb3DQEBCWUAMIGEMYsWCQYDVQQGEWIVUZETMBEG ALUECAWKQ2F saliZvemSpY TEWMBQGALUEBWWNU2FUTEZY VWS jaXNbzENMASGALUECGWET2T@YTEU
MBIGALUECWWLULNPUHIvdmLkZXIxEZARBENVBAMMCMR1d1i@3MTIx0DQxHDAaBgkqhkiGIW@BCQEW DWluZmaAb2t@YSS5]b2ewHhcNMT cwhIE1MDQOODI3WhchiM] cwhi E1MDQAOTI3WI CBkJELMAKGALUE
BhMCVVMXE ZARBGNVBAGMCkNhbGLmb3 JuaWE xF JAUBGNVBACMDVNhbiBGemFUY21zY28XDTALBENY BAOMBEIrdGEXFDASBENVBASMCINTT1Byb3ZpZGVyMRMWEQYDVQQDDAPKZXYENZ EYMTgOMRWGRY D
KoZIhvcNAQkBFglpbmZvQGardGEUY29tMIIBIjANBgkghkiGIWBBAQEFAAOCAQBAMITBCEKCAQEA hiilowHSnPhyndzsPUsVSvYyvmsihIGBopdPDOIXHOqvIuQS/ 2pbQIrfZV4RQANZMEWVBACTROQU
50010+CDGDE1H/ 7/ TkimtpsHW1MbvDEBakvMuN2iRguUkG] zWkBy g98FPSMsVbtbtKeQCyy/Eccall rl8PWI/+/bRyFDKEUSCJORYACYvsSmZeO++3BeHz71/SV+etng5Fyvh5ch/2x3nd6gsEEBUWTXILg
Q5aRKhBxgF 365016n0hDvX3QiXICPEFA0/9tK3GoHe 5Pk IBdAhggHaogyS71PPIISDUTMSCZZ3xx ARmvCZOHYPBKVHM/ RUYZ/FolCsRGOMSGYh1VowIDAQABMAGGLSqGS Ib3DQEBCWUAAGTBAQASIOM
vBNzZbS7PiNFrqrkbXcblBy sXeMBYCC1ELpDenLE)zfXTTk3LoHPhSTNoAKOGSha221ZKTArGXy0 hQwBdhLC3vkluOoZq6YR/vHol3uMcBqPBMC21MUkCTafY/siQ4nPYVY419G4uslGbfBF aFOKBZBO
4n3gxfnidEDwGtiUBaGEvHS6/XBCELhNBkOog4hC32P5 sgMvbMPNcCFERVDZDEH/ t9A0Xdny9Tx nrMIrNm29TuhTDGeFBBISIRfiWull/ IMHIIDZ606AI57857bVilZvVR4eqcRoRUBLeSRAPEDVICF S

qBjKGBaxj1Q771s 1EXyvaKIQXmNTSVGp
</ds: Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
v<md:Name IDFormat>
urn:oasisinames:tc:SAMLI1.1:nameid-formatiemailAddress
</md:NameIDFormat>
<md:SinglesignOnService Binding="urn:ocasis:names:tc:SAML:2,@:bindings:HTTP-POST" Location="https://dev
712184, oktapreview.com/app/mobdev712184_gsuiteokta_1/exkhgpz Pufsngoh?/sso/saml" />
<md:SinglesignOnService Binding="urn:casis:names:tc:SAML:2.0:bindings:HTTP-Redirect” Location="https://dev-
712184.cktapreview.com/app/mobdev712184_gsuiteokta_l1/exkhgpzuw5rPufsngdh7/sso/saml" />
</md:IDPSS0Descriptor>
</md:EntityDescriptor>




3. Metadata URL.: In the Okta admin portal, on the Applications > Sign On tab,
click Identity Provider Metadata. This file opens in a new tab and the URL of
this page forms the Metadata URL for Okta.

For example: https://dev-
712184.0ktapreview.com/app/exkpstisjpzZN600h7/sso/saml/metadata

8. Enter the Identity Provider Settings.
1. Select the ECP backend Type from the drop-down list.
o WS-Trust 1.3
o WS_Trust 2005
o SAML 2.0

2. Enter the Federated Domain: <domain_name>
9. Enter the Active Logon Settings: Original IDP Active Logon
URL.: https://<okta>.oktapreview.com/app/office365/exkcinvw91H9InuyFX0h7/sso/w
sfed/active
10. Click Done.
11. On Profile > Federation, download the following files:

e Access SP Metadata (Upload to IDP)
e Access IDP Metadata (Upload to SP)

Federated Pairs

okta

Step 3: Updating the IDP configuration

You must configure the IDP settings with the SP proxy settings to build a trust relationship.

Prerequisites

Extract the Entity ID from the Access SP Metadata (Upload to IDP) downloaded after
creating the federated pair.

Procedure

Login to Okta administrative portal with admin credentials.

On the Application tab, select the application that you created.

On the General tab > SAML Settings. Click Edit.

On General Settings tab, click Next.

Enter the following details extracted from the Access SP Metadata (Upload to IDP):

agkrowpnE


https://dev-712184.oktapreview.com/app/exkpstisjbzZN6lio0h7/sso/saml/metadata
https://dev-712184.oktapreview.com/app/exkpstisjbzZN6lio0h7/sso/saml/metadata

e Single sign on URL.: Entity ID of the Access SP Metadata (Upload to IDP)
e Audience URI: Same as Single sign on URL

« Name ID Format: Persistent

e Application username: Okta username

6. Click Next > Finish.

Related Topics

The following topics are available in the Mobilelron Access Guide. See Access Product
Documentation.

e See "Zero Sign-on with Mobilelron Access" in the Mobilelron Access Guide.

e See "Configuring LDAP in Mobilelron Cloud for session revocation™ and
"Configuring LDAP in Mobilelron Core for session revocation™ in the_Mobilelron
Access Guide.



https://help.mobileiron.com/s/mil-productdoclistpage?Id=a1s3400000240gUAAQ&Name=MobileIron+Access
https://help.mobileiron.com/s/mil-productdoclistpage?Id=a1s3400000240gUAAQ&Name=MobileIron+Access

